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Redundancis the duplication of critical components or functions of a system with the intention of

increasing reliability or extend the MTBF (Mean time betwkslures) of a system.

The main purpose of redundancy in a control system is to eliminate dependence on a single
module while at the same time providing multiple options in case of failure. Redundancy in a
control system decreases the consequenaks component failure

The importance of a redundant system also increases in a variety of scenarios including:
w Continuous processes
w Irreversible processes

w Extended restart times

There are different types of redundancy and it's configured acogrth the type and place of
use. Brodersen control system can support different types of redundancy due to its special
software and hardware design.
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RTU32M redundancy architecture
Sample Architecture

R SCADA System Sequence of operations performed fol
2| management = data replication when the passive
| EihMet Catle / runtime connects to the active one

Replication Link

UCCCable/
@) LiveLink and

Connned

Management LinkAvailable connection to communicate with upstream systems, like SCADA or FEP
Replication LinkReplicate database between Primary and Partner (Balde on Fst Ethernet)
T b2GSY LGQAa NBO2YYSYRSR (2 dzaS RSRAOFGSR [!D
(Primary and Partner). IE: Use LAN2 on each one of CPUs fbinRgmd LAN1 to communicate by
SCADA or other systems.

Live LinkLivelink cable connectiois considered to have the sanfanctionalityasLiveLinkconnectionvia
the backplaneAlso it is used in parallel to the replication channel by the passive runtime to recognize that
the active one has faileddand ensure that both RT2 is NOT active at the same time.
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Types of redundandy RTU32M

Brodersen RTU32Bupportsfive types of redundancy:

1- Power Redundancy. L i Q& ©dmbihinafits otherEypes of redundancy)
2- CPU BRdundancy with Single I/O Rack.

3- CPU Redunaey with Sigle Shared 1/0 Rack.

4- CPU Redunchy with Dual 1/0 Configuration.

5- Network Redundancyd L (i Q&  ©dmbihinaMitsoth2rEypes of redundancy)

- — =]

SCADA SCADA SCADA

System System System

1-Redundant Power 5-Redundant Power 2-Redundant Power
Single Network Network Redundant CPU Redundant Single 1/0 Ra
= =
SCADA SCADA
System System

%

---' - ® @ L X X N N X N N W N N ¥ N J
3-Redundant Power 4-Redundant Power
Single Share I/0 Dual I/O Configuration
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1- Power redundancy

RTU32M is able to energize by a redundant power supply with different types of input voltage,
which means the system can power on by two separatenai® inputs with a wide range of
voltage. (10~30 VDC, 30~60 VDC, 50~150 VDC)

Note:o L 1 Q& ©dmbihingMitls oth2rEypes of redundancy)

2- CPU Redundancy with single I18Ingle Ragk

This type of redundancy containgo pieces of MP32A (Main Controllenit) as redundant CPU in
Hot Standby mode.

Note: This type of redundancy is configurable as redundant network too.

3- CPU Redundancy with single 1/0 (Shared 1/O)

This type of redundanasontains two packs of CPU and Communication module with one set of
extended I/O (Shared 1/0O).

Note: This type of redundancy is configurable as redundant network too.

CPUs are mounted on left and right side of /0O Rack and they can read the 1/Os from both
of side.

4- CPU Redundancy with dual I/O Configuration

This type of redunancy contains two packs of mirrored control system completely. (Power, CPU,
I/0s, Communication modules)

All I/0Os must bevired asdouble.

5- Communication Redundancy

Redundancy in network communication orlyincluded all type of communication and protocols,
even serial types. (Single Network, Dual Network, HSR, PRP)

Note:d L (0 Qa  ©dmbihingviitisotherEypes of redundancy)

Type Power CPU Network /0 Two way to
Redundancy| Redundancy| Redundancy| Redundancy| read I/Os
1 Yes No Yes Yes No
2 Yes Yes Yes Yes No
3 Yes Yes Yes Yes Yes
4 Yes Yes Yes Yes 52y Qi
5 Yes No Yes Yes No
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howto setup redundancy in BrodersBTU32M

1- Power redundancy
t 26 SNJ NSRdzy Rl yO& A YLIX SYS ythelsdftwazeyappieatiGniiyotlyineedsS SR C
to have two power supply moduie

Below figure shows the architectuod power redundancy in RTU32M:

Source A Source B

Types of Power Supplies

1- PS24A

(24VDQ; 12~30VDC)
2- PS48A

(48VDQ; 20~600VDC)
3- PS96A

(96VDQ; 60~150VDC)

Note: One or Two types of
power supplies can choose fo
Power Redundancy

Note: Thesystemcan be sourcedy two different power sources.
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2- CPU Redundancy with single I18In¢jle Ragk

This type of redundancy contains two MP32A as redundant CPU in Hot Standby mode.

Note: This type of redundancy is configurable as redundant network too.

SCADA System

Redundant CPU
Redundant Network

Ethernet Cable use fo
SCADA or FEP

@ Ethernet Cable use fol

Redundancy

Setup IP addresses on both of RTUs and enable redundancy function on them

U Primary RTU Setup.

1- Poweron the RTU set, make a direct connection to 1Adh the left side MP32A and open web
browserwith following 1P192.168.0.1.

2- Opennetworktabo®! Q{ @ 3G SY ARS/IFAIANENG Qidk 2{ySS CA I dzNB
A. Set the communication IP address for EANIn this case: 192.168.0.2)
B. Set the IP Address for LANo use for redundancy.
a5S5SasSt SO0 wQsl1 /'t

M P

OK®0102EQQ T2NJ 9GKSNYSI
b.Set the IPAddress, Subnet Mask, gateway. (See this case example in below)
IP Address :192.168.1.2

Subnet Mask : 255.255.255.0
Default Gateway: Blank

3 {SG GKS NBRdzyRIyd LI NIiy SN ae\Redddand SejfifoRarrdaNl ( A 2 y
we! oHQQ®2{ SS CA3IdzNJ
A. Select Use Redundancy checkbox.
B. Set the partner IP address (In this case: 192.168.1.3).

C. Choose primary state. (One of RTUs must be work as primary and other one work as
secondary or redundant).

a.In this case this RTU is primary.
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'FEHCIDEHSEN iFEHDDEREEN

Network Settings

Redundancy Settings

Figure- 1 Figure- 2

U PartnerRTU Setup.

1- Change the direct connection from LANN the left side MP32A and to LANN right side MP32A
open web browsewith following 1P192.168.0.1.

2- hLISy ySGg2N)y GF o 2 yb Sy 2eNg icRN® /{25/5F ACAdANGENIA 2 v
A. Set thecommunication IP address for LAN(In this case: 192.1683).
B. Set the IP Address for LANo use for redundancy.
a558aS8t SO0 wQos51/t OKS0102EQQ F2NJ 9GKSNY S
b.Set the IP Address, Subnet Mask, gateway. (See this case example in below)
IP Address :192168.13

Subnet Mask :255.255.255.0
Default Gateway: Blank

3 {SG GKS NBRdzyRIyd LI NIiy SN aea\Redddand SejfifoRarrdaNl ( A 2 y
we! oHQQd {SS CATdzNBE H O
A. Select Use Redundancy checkbox.
B. Set the partner IP address (In this cak82.168.12).

C. Choose primary state. (One of RTUs must be work as primary and other one work as
secondary or redundant).

a.In this case this RTU is primary.
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IPBRDDEREEN

23 Slove
VITS-DNP3 Slave

o mame: admin

o grougs Administrators

og out

Network Settings

Ethernet LAN 1
ethd

n 1P Address via oHeP

Ethernet LAN 2
any

Obtain an 1P Address via DHCP

P S Server
Alternate DNS Server

Ethernet USB Lan Adapter

Aliow Ethemet LAN USE adapter to be used

Hostname

Current hostname

Figure- 3

Turn off RTU.

i

RTUs are ready to use.
Turn on both of RTUs.
After 25seconds one of CUPs goes to primary st8tatus LED on MP324ll indicateyellow

color, and otherCPU will be it standby stateStatus LED on MP32A moduldl indicate binking

yellow color.

'FBFIDDEF!SEN

Redundancy Settings

Use Redundancy O

HP3 Slave
VITS-DNP3 Slave

or name: admin
v group: Administrators
o9 out

anges
When Passive Starts

curity alert.

Figure-4

Thesystem is ready tbe progranmed Connecprimary RTUo WorkSuitefor uploading program

i

Note:

Redundancy Functions:

In this type of redundancyhere areaccess to LA on primary RTU.
If you lose your CPU or Power supply on Primary RTU, Secétildriiange state to primaty
Rulescan be programmetb charge theswop fromactive RTU to passive RThis is based on

conditionsfrom logic
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3- CPU Redundancy with single 1/0 (Shared I/O)
This type of redundancy contains two GRldd Communication module with one set of extended
I/O (Shared 1/0O).
Note: This typef redundancy is configurable as redundant network too.

CPUs are mounted on left and right side of I/O Rack and they can read the I/Os from both
of side.

SCADA System

- Redundant CPU
Redundant Network

Ethernet Cable use fo
== | SCADA or FEP
Ethernet Cable use fo
Redundancy

UCC Cable use for
DATA

Setup IP addresses on both of RTUs and enable redundancy functioermn th

U Primary RTU Setup.
4- Turn on the RTU set, make a direct connection to-ILAN the left side MP32A and open web
browserwith following addres$92.168.0.1.
5 hlLISyYy ySGig2N)] Gl 0 2 Yo SUW2eNd I8 /{25/5F ACGAdANIENIBA 2w/d
A. Set the communication IRddress for LAN. (In this case: 192.168.0.2)
B. Set the IP Address for LANo use for redundancy.
a58aSt SO0 wQos51/t OK&0162EQQ F2N 9GKSNYySi
b.Set the IP Address, Subnet Mask, gateway. (See this case example in below)
IP Address :192.168.1.2

Subnet Mak :255.255.255.0
Default Gateway: Blank

6- { SG GKS NBRdzyRFyd LI NIy SN ad\RadSvanc) SeffifyRairozNd G A 2 Y
we! oHQQd {SS CATdzNBE H o
A. Select Use Redundancy checkbox.
B. Set the partner IP address (In this case: 192.168.1.3).
C. Chooseprimary state. (One of RTUs mis& primary andthe other secondary).
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a.In this case this RTU is primary.

iFEFIDDEFISEN iFBHDDERSEN

Network Settings Redundancy Settings

Ethernet LAN 1
etho uze Redundancy €

Partners RTU32

Main
ert used for Rephcation

This RTU32

rrrrrrrrrrrrrrr

Figure- 2

Figure- 1

U PartnerRTU Setup.
5- Change the direct connection from LAMN the left side MP32A and to LANoN right side MP32A

open web browser by 192.168.0.1.
6- hLISYy ySGg2N) GF o6 2 yb SWicy{2eNa iR /{25/5F ACGAdANGENISA 20yD
A. Set the communication IP address for EANIn this case: 192.168.0.3)

B. Set the IP Address for LANoO use for redundancy.
a55aSt SO0 wQ5 | Hthened®O] 62 EQQ F2NJ

b.Set the IP Address, Subnet Mask, gateway. (See this case example in below)

IP Address :192.168.1.3
Subnet Mask :255.255.255.0

Default Gateway: Blank
7- {SG GKS NBRdzyRIyid LJI NIiySN acsaRkddddandBetingRaardaNl ( A 2 y
we! oHQQd {SS CATdzNBE H O
A. Select Use Redundancy checkbox.

B. Set the partner IP address (In this case: 192.168.1.2).
C. Choose primary state. (One of RTUs must be work as primary and other one work as

secondary or redundant).
a.In this case this RTi& primary.
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Figure- 3 Figure-4

Turn off RTU.

U RTUs are ready to use.

Turn on both of RTUs.

After 25 seconds one ttie CUPawill go to primary state (Status LED on MP32A mouliile
indicateyellow)the second RTWill be inhot standby state (Status LED on MP32A modlille
indicateblinking yellow).

The system is ready to be programmed from WorkSuite, It is only necessary to program the
active/primary RTU, program will automatically be mirrored from active to passive RTU

U Note:
Redundancy Functions:

In this type of redundancyhere areaccess to LA on primary RTU.

If CPUare malfunctionor Power supplyail, SecondarlRTUchange state to primary.

Rules can be programmed to change the swop from active RTU to passive RTU, this is based on
conditions from logic.
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